UJl COBA TEKNOLOGI SECURITY FIREWALL

PADA SYSTEM NETWORKING DENGAN MENGGUNAKAN
MICROSOFT FOREFRONT THREAT MANAGEMENT GATEWAY

ABSTRAK

Firewall atau tembok-api adalah sebuah sistem atau perangkat yang mengizinkan
traffic networking yang dianggap aman untuk melaluinya dan mencegah traffic
network yang tidak aman. Umumnya, sebuah firewall diterapkan dalam sebuah
mesin terdedikasi, yang berjalan pada pintu gerbang (gateway) antara dan
jaringan lainnya. Firewall umumnya juga digunakan untuk terhadap siapa saja
yang memiliki akses terhadap jaringan pribadi dari pihak luar. Saat ini, istilah
firewall menjadi istilah lazim yang merujuk pada sistem yang mengatur komunikasi
antar dua jaringan yang berbeda. Mengingat saat ini banyak perusahaan yang
memiliki akses ke Internet dan juga tentu saja jaringan berbadan hukum di
dalamnya, maka perlindungan terhadap modal digital perusahaan tersebut dari
serangan para , pemata-mata, ataupun pencuri lainnya, menjadi hakikat.
Penerapan Thread Management Gateway merupakan salah satu cara untuk
mendukung pembentukan mekanisme firewall pada Microsoft Forefront.

ABSTRACT

Firewall or wall-fire is a system or device that allows networking traffic that is
considered safe for network traffic through it and prevent unsafe. Generally, a
firewall is implemented in a dedicated machine, running on the gateway (gateway)
between the local network and other networks. Firewalls are generally also used
to control access to anyone who has access to a private network from outside
parties. Today, the term firewall became prevalent that the term refers to systems
that manage communication between two different networks. Given today many
companies that have access to the Internet and also of course the network
incorporated in it, then the protection of digital capital of the company from attacks
by hackers, pemata-eye, or other data thieves, into nature. Application of Thread
Management Gateway is one way to support the establishment of mechanisms a

firewall on Microsoft Forefront.

Kata Kunci : Firewall, Thread Management Gateway, Microsoft Forefront

PENDAHULUAN

Internet merupakan sebuah jaringan
komputer yang sangat terbuka di dunia,
konsekuensi yang harus di tanggung
adalah tidak ada jaminan keamanan bagi
jaringan yang terkait ke Internet. Artinya
jika operator jaringan tidak hati-hati
dalam menset-up sistemnya, maka
kemungkinan besar jaringan yang terkait
ke Internet akan dengan mudah dimasuki
orang yang tidak di undang dari luar.
Adalah tugas dari operator jaringan yang
bersangkutan, untuk menekan resiko
tersebut seminimal mungkin. Pemilihan
strategi dan kecakapan administrator
jaringan ini, akan sangat membedakan
apakah suatu jaringan mudah ditembus
atau tidak.

Firewall merupakan alat untuk
mengimplementasikan kebijakan security
(security policy). Sedangkan kebijakan
security, dibuat berdasarkan
perimbangan antara fasilitas yang
disediakan dengan implikasi security-nya.
Semakin ketat kebijakan security,
semakin kompleks konfigurasi layanan
informasi atau semakin sedikit fasilitas
yang tersedia di jaringan. Sebaliknya,
dengan semakin banyak fasilitas yang
tersedia atau sedemikian sederhananya
konfigurasi yang diterapkan, maka
semakin mudah orang orang 'usil® dari
luar masuk kedalam sistem (akibat
langsung dari lemahnya kebijakan
security).
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TINJAUAN PUSTAKA
Pengertian Firewall

Firewall adalah istilah yang biasa
digunakan untuk menunjuk pada suatu
komponen atau sekumpulan komponen
jaringan, yang berfungsi membatasi akses
antara dua jaringan, lebih khusus lagi,
antara jaringan internal dengan jaringan
global Internet. Firewall mempunyai
beberapa tugas :

- Pertama dan yang terpenting adalah:
harus dapat mengimplementasikan
kebijakan security di jaringan (site
security policy). Jika aksi tertentu
tidak diperbolehkan oleh kebijakan
ini, maka firewall harus meyakinkan
bahwa semua usaha yang mewakili
operasi tersebut harus gagal atau
digagalkan. Dengan demikian, semua
akses ilegal antar jaringan (tidak
diotorisasikan) akan ditolak.
Melakukan filtering: mewajibkan
semua traffik yang ada untuk
dilewatkan melalui firewall bagi
semua proses pemberian dan
pemanfaatan layanan informasi.
Dalam konteks ini, aliran paket data
dari/menuju firewall, diseleksi
berdasarkan IP-address, nomor port,
atau arahnya, dan disesuaikan dengan
kebijakan security.

Firewall juga harus dapat
merekam/mencatat even-even
mencurigakan serta memberitahu
administrator terhadap segala usaha-
usaha menembus kebijakan security.
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Merencanakan Jaringan Dengan
Firewall

Merencanakan sistem firewall pada
jaringan, berkaitan erat dengan jenis
fasilitas apa yang akan disediakan bagi
para pemakai, sejauh mana level resiko-
security yang bisa diterima, serta berapa
banyak waktu, biaya dan keahlian yang
tersedia (faktor teknis dan ekonomis).
Firewall umumnya terdiri dari bagian
filter (disebut juga screen atau choke) dan
bagian gateway (gate). Filter berfungsi
untuk membatasi akses, mempersempit
kanal, atau untuk memblok kelas trafik
tertentu. Terjadinya pembatasan akses,
berarti akan mengurangi fungsi jaringan.
Untuk tetap menjaga fungsi komunikasi
jaringan dalam lingkungan yang ber-
firewall, umumnya ditempuh dua cara :
Pertama, bila kita bayangkan jaringan
kita berada dalam perlindungan
sebuah benteng, komunikasi dapat
terjadi melalui pintu-pintu keluar
benteng tersebut. Cara ini dikenal
sebagai packet-filtering, dimana filter
hanya digunakan untuk menolak
trafik pada kanal yang tidak
digunakan atau kanal dengan resiko-
security cukup besar, sedangkan trafik
pada kanal yang lain masih tetap
diperbolehkan.
Cara kedua, menggunakan sistem
proxy, dimana setiap komunikasi yang
terjadi antar kedua jaringan harus
dilakukan melalui suatu operator,
dalam hal ini proxy server. Beberapa
protokol, seperti telnet dan
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SMTP(Simple Mail Transport

Protocol), akan lebih efektif ditangani

dengan evaluasi paket (packet

filtering), sedangkan yang lain seperti

FTP (File Transport Protocol), Archie,

Gopher dan HTTP (Hyper-Text

Transport Protocol) akan lebih efektif

ditangani dengan sistem proxy.

Kebanyakan firewall menggunakan

kombinasi kedua teknik ini (packet

filtering dan proxy).

Tujuan utama dari firewall adalah
untuk menjaga (prevent) agar akses (ke
dalam maupun ke luar) dari orang yang
tidak berwenang (unauthorized access)
tidak dapat dilakukan.

Konfigurasi dari firewall bergantung
kepada kebijaksanaan (policy) dari
organisasi yang bersangkutan, yang dapat
dibagi menjadi dua jenis: Apa-apa yang
tidak diperbolehkan secara eksplisit
dianggap tidak diperbolehkan
(prohibitted), Apa-apa yang tidak dilarang
secara eksplisit dianggap diperbolehkan
(permitted).

Firewall bekerja dengan mengamati
paket IP (Internet Protocol) yang
melewatinya. Berdasarkan konfigurasi
dari firewall maka akses dapat diatur
berdasarkan IP address, port, dan arah
informasi. Detail dari konfigurasi
bergantung kepada masing-masing
firewall.

Firewall dapat berupa sebuah
perangkat keras yang sudah dilengkapi
dengan perangkat lunak tertentu,
sehingga pemakai (administrator) tinggal
melakukan konfigurasi dari firewall
tersebut. Firewall juga dapat berupa
perangkat lunak yang ditambahkan
kepada sebuah server (baik UNIX
maupun Windows NT), yang
dikonfigurasi menjadi firewall. Dalam hal
ini, sebetulnya perangkat komputer
dengan prosesor Intel 80486 sudah cukup
untuk menjadi firewall yang sederhana.
Firewall biasanya melakukan dua fungsi;
fungsi (IP) filtering dan fungsi proxy.

Keduanya dapat dilakukan pada
sebuah perangkat komputer (device) atau
dilakukan secara terpisah. Beberapa
perangkat lunak berbasis UNIX yang
dapat digunakan untuk melakukan IP
filtering antara lain: ipfwadm: merupakan
standar dari sistem Linux yang dapat
diaktifkan pada level kernel , ipchains:
versi baru dari Linux kernel packet
filtering yang diharapkan dapat
menggantikan fungsi ipfwadm

Fungsi proxy dapat dilakukan oleh
berbagai software tergantung kepada jenis
proxy yang dibutuhkan, misalnya web
proxy, rlogin proxy, ftp proxy dan
seterusnya. Di sisi client sering kali
dibutuhkan software tertentu agar dapat
menggunakan proxy server ini, seperti
misalnya dengan menggunakan SOCKS.
Beberapa perangkat lunak berbasis UNIX
untuk proxy antara lain: Socks: proxy
server oleh NEC Network Systems Labs
, Squid: web proxy server.

Microsoft ForeFront adalah
sebuah jajaran produk komprehensif
yang dibuat oleh untuk klien Microsoft
(, , atau ) dan sistem operasi . Menurut
Microsoft, jajaran ForeFront akan
menyediakan perusahaan dengan
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beberapa lapisan keamanan terhadap
ancaman yang datang dari luar maupun
dari dalam.

Microsoft ForeFront sendiri
mencakup produk-produk berikut:

1. Kategorl Client Security
Microsoft ForeFront Client
Security (sebelumnya dikenal
sebagai Microsoft Client
Protection)
Produk ini merupakan produk
dan yang dimiliki oleh Microsoft.
Scan engine yang digunakan oleh
produk ini sama dengan scan
engine yang digunakan oleh , dan
menggunakan signature yang
sama dengan dalam hal
pendeteksian . Tampilan pun juga
mirip dengan Windows Defender.
Versi terbaru sekarang adalah
versi 1.5. Versi yang akan datang
akan memiliki nama Microsoft
Forefront Endpoint Protection,
yang merupakan bagian dari
Forefront Protection Suite.

2. Kategorl Server Security
Microsoft ForeFront Security for
(sebelumnya dikenal sebagai
Antigen for Exchange)
Microsoft ForeFront Security for
(sebelumnya dikenal dengan
sebutan Sybari Antigen for
SharePoint)
Microsoft ForeFront Security for
(sebelumnya dikenal dengan
sebutan Antigen for Instant
Messaging)
Microsoft Forefront Security
Management Console

3. Kategori Edge Security
(ISA Server) 2006
Microsoft Intelligent Application
Gateway 2007
Microsoft ForeFront Threat

Management Gateway (versi
selanjutnya ISA Server)
Microsoft ForeFront Unified
Access Gateway (versi selanjutnya
1AG)

METODE PENELITIAN

Metodologi penelitian yang digunakan

adalah sebagai berikut:

1. Melakukan penginstalan Microsoft
forefront

2. Selanjutnya melakukan penginstalan
thread gateway

3. Menyimpan Microsoft ForeFront

TMG pada salah satu directory folder.

Lalu mulai melakukan Run

Preparation Tools.

Dalam pembuatan program ini
digunakan seperangkat computer dengan
spesifikasi sebagai berikut :

1. 4GB RAM
2. 1024x768 display
3. 260 GB hard disk

Sedangkan software-software yang
digunakan dalam pembuatan program
ini adalah sebagai berikut:

1. Windows server 2010
2. Microsoft windows 7

PEMBAHASAN

Langkah awal dalam membuat firewall
adalah dengan menginstal forefront
terlebih dahulu, berikut adalah langkah
penginstalan forefront :

Masukkan CD software forefront, jika
sudah muncul tampilan seperti dibawah
ini pilih Net FrameWork 3.5.1 Feature,
Net FrameWork 3.5.1, WCF Activion,
Message Quire Server, Directory Service
Integration, Windows Power Shell,
Windows Process Active Process seperti
pada gambar 1, 2, 3.

Gambar 1

-l T Rofresh disablod wie wizard in Use

|| | £3

sviote ([ nens> ) T ymsesi | T ceneut |

Gambar 2.

2. Setelah proses instalasi selesai maka akan muncul command prompt
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strator: Command Pro

Directory of C:\Source

[.1

[TMG Enterprisel
B bytes
126.832.918.528 bhytes free

[..1
B Filed<s>
3 Dirds>
C:\Source>cd "TMG Enterprise"
C:\Source\TMG Enterp

Uolume in drive
Uolume Serial Number i

ise>dir/w

no label.
48B7-2F66

Directory of C:\Source\TMG Enterprise

| |

1,178,.557,.816 hytes
126,.832,918,.528 bhytes free

C:\Source\TMG Enterprise>TMG_ENU_EE_EUAL_AMD64.exe

[.1

TMG_ENU_EE_EUAL_AMD64.exe
1 File<s>
2 Dirds>

C:\Source\TMG Enterprise>TMG_ENU_EE_EUAL_AMD64.exe

Gambar 3

3. Ini adalah tampilan utama untuk menginstal Thread
Gateway

rosoft Forefront Threat Management Gateway - InstallShield Wizard

VYWelcome to the InstallShield Wizard
for Microsoft Forefront Threat
Management Gatevvay

The InstallShield Wizard(TM) will help install Microsoft
Forefront Threat Management Gateway on your computer.
To continue, click Next.

Cancel I

Forefront TMG Preparation Tool [><]

Installation Type
Select the Forefront TMG installation type for the computer.

~ Forefront TMG services and Management
Forefront TMG services and features will be installed.
The management console will also be installed to manage Forefront TMG computers.

" Forefront TMG Management only
The management console will be installed to remotely manage Forefront TMG computers.

< Enterprise Management Server (EMS) for centralized array management
The computer will be used for centralized management of Forefront TMG arrays.

Click Next to begin preparing the computer.

<Back [ Newt> | Cancel |
Gambar 8
8. Berikut proses instalasi
Preparing System
Please wait while the Preparation Tool downloads, installs and configures the required features.

Checking prerequisites are installed on this computer

Started 12:58:15 AM. running for 0:00:02

| N | Cancel | Help

Gambar 4

4. Iniadalah tampilan untuk menyimpan microsoft Forefront
TMG.seperti gambar 5.

Co dPrompe

24l Microsoft Forefront Threat Management Gateway - InstallShield Wizard

Location to Save Files
where would you like to save your files?

-

Please enter the folder where you want these files saved. If the folder does not
! exist, it will be created for you. To continue, click Next.

Save filos in Folder:

| = AMicro=oft Forefront TMG

Change... |

< Back Cancel |

l Noxt > ]

Gambar 5

5. Tampilan ini adalah tampilan awal Forefront Threat
Management Gateway 2010. Lalu pilih Run Preparation
Tool seperti gambar 6.

E > Microsoft~
- Forefront

Threat Management Gateway 2010
Enterprise

Welcome to Microsoft Forefront TMG

Before You Start
Read Deployment Guide
Read Release Notes

Prepare and Install
Run Windows Update

Run Installation Wizard
Launch the Forefront TMG Preparation

Todi to downioad and instal roqured Additional Options

Visit Forefront TMG Web Site
Install Mi 2010 for Server

Exit

© 2009 Mi Corp: + All rights

Gambar 9

9. Installation Wizard selesai lalu klik
next. Gambar 10

il {2 Forefront TMG Enterprise Installation Wizard [><]

' Welcome to the Installation Wizard for
Forefront TVIG Enterprise

This wizard will install Forefront TMG on your computer.
WARNING: This program is protected by copyright law and
international treaties.

To continue, click Next.

l Next > I

Gambar 10

10. License Installation Wizard seperti
gambar 11

Cancel |

fi5 Forefront TMG Enterprise Installation Wizard [ <]

License Agreement
Please read the Following license agresment carefully.

MICROSOFT EVALUATION SOFTWARE LICENSE TERMS il

MICROSOFT FOREFRONT THREAT MANAGEMENT GATEWAY 2010
STANDARD AND ENTERPRISE EDITIONS

These license terms are an agreement between Microsoft
Corporation (or based on where you live, one of its affiliates) and
vou. Please read them. They apply to the evaluation software named
above, which includes the media on which you received it, if any. The
terms also apply to any Microsoft

~1
+ 1 accept the terms in the license agresment
" 1 do not accept the terms in the license agreement

I MNext > I

< Back Cancel [

Gambar 6
6. Lalu pilih Next, pada gambar 7

Welcome to the Preparation Tool for Microsoft
Forefront Threat Management Gateway (TMG)

This tool verifies that all features required by Forefront TMG are installed and configured on
the computer. Depending on your deployment selection. some or all of these features will be
installed. Internet connectivity may be required:

*Windows Roles and Features

‘When preparation completes, a computer restart may be required

I Next > I

Cancel Help

Gambar 7

7. Lalu akan muncul tampilan Installation Type, lalu pilih
Forefront TMG service and Management, pilih Next. Seperti
gambar 8.
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Gambar 11

11. Pada user name masukkan windows
user, pada Organization MSI, lalu klik
next. Seperti gambar 12.

| |§ Forefront TMG Enterprise Installation Wizard

Customer Information
Please enter your customer details.

Liser Name:
|w:ndows User

Organization:
[ms1]

Product Serial Number:
[yToTe |-[wrove

|. [szwe I_ IJG\WG ]_ IDZFF?

I Next > I

< Back Cancel l

Gambar 12
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= = .
& Forefront TMG Enterprise Installation Wizard | ><§

Installation Path

You can change the installation path, or click Next to accept the default path.

Installation path For Forefront TMG:

I Next > I

< Back Cancel I

Gambar 13

12. Pada jaringan internal masukkan ip tersebut, seperti
gambar 14

i |’§ Forefront TMG Enterprise Installation Wizard [ <]

1 Define Internal Network

Specify the address ranges you want included in the Forefront TMG Internal
network.

Click Change to edit or add the address ranges.

Change... I

Internal Network Address Ranges (from-to):

192.168.0.0-192.168.255.255

' Next > I

< Back Cancel I

Forefront TMG Enterprise Installation Wizard

Installing Forefront TMG

The program Features you selected are being installed.

Please wait while the Installation Wizard installs Forefront TMG. This may
take several minutes.

Status:

Bact |
Gambar 18
17. Tampilan ini adalah proses selesai lalu tekan finish

Installation Wizard Completed

I I Cancel I

The Installation Wizard completed successfully.

I~ Launch Forefront TMG Management when the wizard closes

Click Finish to exit the wizard.

Gambar 14
13. Pilih Next

{i&? Forefront TMG Enterprise Installation Wizard [><]
Services Warning

During installation, some services running locally on this computer will be
restarted or disabled.

Services that will be restarted during installation:
SNMP Service

IIS Admin Service

world Wide Web Publishing Service

Microsoft Operations Manager Service

Services that will be stopped during installation:
Routing and Remote Access Service

I Next > I

< Back Cancel l

Gambar 15
14. Pada tampilan ini pilih install. Gambar 16

{i? Forefront TMG Enterprise Installation Wizard [ <]

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard.

l Install I

< Back Cancel I

Gambar 16

15. Berikut adalah tampilan installing Forefront TMG.
Seperti 17.

= x
{iz2 Forefront TMG Enterprise Installation Wizard

Installing Forefront TMG
The program features you selected are being installed.

_qld Please wait while the Installation Wizard installs Forefront TMG. This may
e take several minutes.
Status:

I I Cancel I

Gambar 17

16. Ini adalah proses installasi forefront TMG. Seperti
gambar 18.
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Gambar 19

Setelah selesai melakukan instalasi Forefront, maka
komputer yang telah terinstal akan terprotect dengan ForeFront
TMG Server, untuk mengetahui apakah komputer tersebut
telah terprotect dengan melihat melalui internet Explorer.
Seperti pada gambar 20.

« Intes =153 |

e i o

ifi
Automatic Upd
high-priority uf
an

Network
Control Panel
Rarcup Devices and Printers

Administrative Tools >

Help and Support

Run....

« Back Windows Security (2
75, [#Ms Computer | Protected Mode: OFf N ST
[ Sorch proorams and fles 23 _ooort |»]
[E=m =, & | @

Gambar 20

18. Ini adalah beberapa tahap jika sudah selesai instalasi
forefront TMG.

£l Getting Started Wizard [ ><]

Welcome to Forefront TMGI
To get started, follow the three steps below:

Define network settings For Forefront TMG, including IP
settings, routing rules, and network relationships.

If you need to import Microsoft Internet Security and Acceleration (ISA) Server 2006
L configuration zettings to this computer, you must do thiz before you run thiz wizard.

Close

Gambar 21

19. Berikut adalah tampilan awal meu Wizard, lalu klik next.
Seperti gambar 22.

Getting Start

- Network Setup Wizard

welcome to the Network Setup
Wizard

This wizard helps you define basic networking settings for
Forefront TMG. This includes network IP settings, network
relationships, and routing rules. Advanced network settings can
be specified after completing the Getting Started Wizard.

To continue, click Next.

Helo about the Network Setun Wizard

I Next > l

Cancel |

Gambar 22
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20. Berikut adalah struktur jaringan single network adapter. Seperti
gambar 23.

a rk Setup Wizard [ <]

Network Template Selection
Select the network template that best fits your network topology .

External Network

Local Host

 Ed [

— Bact i

= Single network adapter |
|
|
|
\
|

2
73

Internal Network

In this topology, Forefront TMG (Local Host) has one network adapter connected to the Internal network
r to a perimeter network. In this configuration Forefront TMG can Function as a Forward or reverse
roxy, caching server, and as a VPN server For dial-in clients.

Gambar 23

21. Pada tampilan IP address, subnet mask, default gatewaye,
DNS server, usahakan no IP tersebut satu segmen. Seperti
gambar 31.

Getting Started - Network Setup Wizard [ <]

Local Area Network (LAN) Settings
Define the settings for the network adapter connected to your LAN.

Network adapter connected to the LAN:
=
¢ Obtain an IP address automatically

{*° Use the following IP address

1P address: [ 192 .18 . 1 . 3
Subnet mask: | 2s5 . 255 . 255 ]
Default gateway: J192 168 . 1 . 1
DNS server: | 203 . 130 . 196 . 155

If a dynamic IP address is used (DHCP), clients on the Internal network must either
have their Web browsers configured to use Forefront TMG as their Web proxy or
should be running the Forefront TMG Client software.

4 )

< Back I Next > I Cancel I
Gambar 24
22. Pilih Finish,seperti gambar dibawah ini.
Completing the Network Setup
wWizard
You have successfully completed the Network Setup
Wizard. The network will have the Following
configuration:
Network Topology =1

Selected template: Single network adapter
Local Area Network (LAN) Settings

Associated adapter: Local Area Connection

IP address: 192.168.1.3

Subnet mask: 255.255.255.0

Default gateway: 192.168.1.1

DNS server: 203.130.196.15S

[

To close this wizard, click Finish.

< Back

Gambar 25

Microsoft Forefront Threat Management Gateway X

I Finish I

Cancel I

Changes made to the system may disconnect the remote session,

Gambar 26

23. Tampilan ini adalah tahap yang akan diselesaikan kembali.
Seperti gambar 27.

EM Getting Started Wizard | <]

Welcome to Forefront TMG!
To get started, Follow the three steps below:

Define network settings For Forefront TMG, including IP
settings, routing rules, and network relationships.

Confi ! i

Define local system settings For Forefront TMG.

Hel out the

phions

ing Started Wizar:

IF you need to import Microsoft Internet Security and Acceleration (ISA) Server 2006
! configuration settings to this computer, you must do this before you run this wizard.

Close I
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[l Getting Started Wizard B3

wWelcome to Forefront TMG!
To get started, Follow the three steps below:

Configure network settings

Define network settings for Forefront TMG, including IP
settings, routing rules, and network relationships.

~onfi ! i

Define local system settings For Forefront TMG.

cHl

Help about the Getting Started Wizard

If you need to import Microsoft Internet Security and Acceleration (ISA) Server 2006
! configuration settings to this computer, you must do this before you run this wizard.

Close I
Gambar 27

24. Tekan next seperti pada gambar 28.

Getting Started - System Configuration Wizard [ ><]

welcome to the System Configuration
Wizard

This wizard helps you define local system settings for your
Forefront TMG computer.

For successful completion of this wizard, network connectivity
should be available.

To continue, click Next.

Help about the System Setup Wizard

l Next > I

Cancel |

Gambar 28
25. Pilih workgroup untuk menjadi host, seperti gambar 36.

Getting Started - System Configuration Wizard [ <]

Host Identification
Enter the identification details For this Forefront TMG computer.

Computer name: | TMG1

Change. I
Change... I

Help about domain and workgroup membership ‘

[ Member of
¢ windows domain: I

RKGROUP

~ workgroup: e

Primary DNS Suffix

| DNS suffix:

Full computer name:

[ TG Iocal

In a domain, the primary DNS suffix is provided by the domain
controller.

Change... |

TMG1.TMG.local

< Back ]

Gambar 29
26. Pilih Finish untuk selesai .

Next > ] Cancel I

Getting Started - System Configuration Wizard

Completing the System
Configuration Wizard

You have successfully completed the System Configuration
wizard. The Following settings will be applied:

Host Identification
Membership: Workgroup
Full host name: TMG1.TMG.local

< Back lTI Cancel I
Gambar 30
27. Masukkan pada tahap 3, untuk proses instalasi
Ml Getting Started Wizard [><]

Welcome to Forefront TMG!
To get started, Follow the three steps below:

i
Define network settings For Forefront TMG, including IP
Q ul settings, routing rules, and network relationships.

Eealileaa ¢ tti

Define local system settings For Forefront TMG.

[
[:LJ> Specify Forefront TMG deployment settings such as how this
Forefront TMG server receives Microsoft updates.
&
i i

Wi

If you need to import Microsoft Internet Security and Acceleration (ISA) Server 2006
] configuration settings to this computer, you must do this before you run this wizard.

Close I

Gambar 31
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28. Pilih next seperti gambar 32.

il Getting Started - Deployment Wizard

welcome to the Deployment Wizard

This wizard helps you deploy Forefront TMG. This includes
specifying update settings and joining the Customer Experience
Improvement Program.

To continue, click Next.

Help about the Deployment Wizard

¥ I Next = I

¢ cancel |
Gambar 32

29. Pilih next untuk melanjutkan, seperti gambar 33.

focttinostartcd peployment wWizara |

Microsoft Update Setup
Use Microsoft Update service to help keep your computer secure and up to date.

Forefront TMG uses Microsoft Update service to keep Forefront TMG protection mechanisms up to date.
To receive these updates, select to use the Microsoft Update service, below.

al (= Use the Microsoft Update service to check For updates (recommended)

e ¢~ I do not want to use the Microsoft Update service

If the computer is not connected to the Internet, configuring the computer to use
Microsoft Update may take several minutes.

< Back

I Next > I

Cancel I

Gambar 33
30. Pilih next untuk melanjutkan. Seperti gambar 34 dan 35.

il Getting Started - Deployment Wizard

Forefront TMG Protection Features Settings

Use this page to activate licenses required for receiving updates and to enable Forefront
TMG protection mechanisms.

K Ir ion Sy
License:

(NIS)

|Activate complementary license and enable NIS |

What is NIS?

‘Web Protection

License:

Key: I

n Expiration date:

I¥ Enable Malware Inspection
I” Enable URL Filtering

The URL Filtering Feature queries Microsoft Reputation Service For URL categorization.
The full URL string is sent to the service, using a secure connection.

r Priv. i

: < Back

Gambar 34

Getting Started - Deployment Wizard

NIS Signature Update Settings

Use signatures of known vulnerabilities from the Microsoft Malware Protection Center to
detect and potentially block malicious traffic.

I Next > I

cancel |

[ Signature Set Update Configuration
Select automatic definition update actio

Automatic polling frequency:

|Every 1S minutes ~1
Trigger an alert if no updates are installed after this number of days:

45

New Signature Set Configuration
Select the response policy for new signatures:
|Microsoft default policy (recommended) 1

' | Signatures configured to respond in a way other than the Microsoft default are flagged For
attention on the NIS details pane.

< Back

I Next > I

cancel |

Gambar 35
31. Pilih yes, lalu klik next , seperti gambar 36

Getting Started - Deployment Wizard

Customer Feedback

We invite you to join the Customer Experience Improvement Program to help us improve
the quality, reliability, and performance of this product.

This program collects anonymous information about your hardware configuration and how you use
Forefront TMG, without interrupting you. Microsoft uses the information to identify trends and usage
patterns.

If you choose to participate in the program, Web proxy client access will be enabled on the Forefront
TMG Local Host network.

You can change your participation choice after closing this wizard. To do this, open the array properties
and modify settings on the Customer Feedback tab.

No information will be used to identify or contact you.

Lear

more about the Customer Experience Improvement Proaral

= Yes, I am willing to participate anonymously in the Customer Experience Improvement Program
(recommended)

€~ No, I don't want to participate

< Back

Gambar 36

I Next > I

Cancel I
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32. Pilih Advanced, lalu klik next

Getting Started - Deployment Wiza

Microsoft Telemetry Reporting Service
Select a participation level For Microsoft telemetry reporting.

If you choose to participate in Microsoft telemetry reporting, information regarding malware and other
attacks on your network is sent to Microsoft. This information helps Microsoft improve Forefront TMG's
ability to identify attack patterns and mitigate threats. In some cases, personal information may be
inadvertently sent, but Microsoft will not use the information to identify or contact you.

Select your level of participation:
€ Basic

Basic information about potential threats including their type and origin, as well as the response
taken, is sent to Microsoft.

<~ Advanced
In addition to basic information, information about potential threats in greater detail, including traffic

samples and full URL strings is sent to Microsoft. This additional information provides Microsoft with
more help in analyzing and mitigating threats.

€~ None. No information is sent to Microsoft

r Priv. men

< Back

I Next > I

Cancel l

Gambar 37
33. Berikut adalah tampilan selesai.

l Getting Started - Deployment Wizar

Completing the Deployment
wWizard

You have st =Fully d the Deph
The Following settings will be applied:

Nt Wizard.

Microsoft Update Service Settings s
Use Microsoft Update service when I check For updates
Protection Features Settings
NIS License: Activated
Web Protection License: Activated For Evaluation
Malware Inspection: Enabled
URL Filtering: Disabled
NIS Signature Set Update Configuration

<1 I

< Back

l Finish I

cancel |

Gambar 38
34. Semua tahap telah selesai dilakukan, seperti gambar 39.

g Started Wizar

Welcome to Forefront TMG!
To get started, Follow the three steps belows:

Define network settings for Forefront TMG, including IP
settings, routing rules, and network relationships.

» Define local system settings For Forefront TMG.

o 4
Define deployment options
Specify Forefront TMG deployment settings such as how this
Forefront TMG server receives Microsoft updates.

You have successfully completed all the steps of the Getting Started Wizard. You are now ready
to define Web Access policy for your organization.

I¥ Run the Web Access wizard

Clos:

Gambar 39

35. Setelah penginstalan selesai akan tampil tahap penginstalan
Web Access Policy Wizard.

Web Access Policy Wizard

welcome to the web Access Policy Wizard

This wizard helps you define:

- Web access For your organization

- Blocked URL categories and Web destinations
- Malware inspection settings

- HTTPS inspection settings

- Web caching settings

when you complete this wizard, Web access rules will be created.

Help about Web access policy

To continue, click Next.

I Next > I

Cancel |

Gambar 40

36. Pilih yes, lalu tekan next untuk melanjutkan. Seperti gambar
41.

Web Access Policy Wizard
Web Access Policy Rules

This wizard creates a default rule that allows all internal users access to the Internet. You can
also create a default blocking rule.

Do you want the wizard to create a default rule that blocks access to potentially malicious URL
categories?

(' Yes, create a rule blocking the minimum recommended URL categories
€~ No, do not create the rule for me

You can edit the default blocking rule or create your own blocking rule on the next page of
the wizard.

< Back

Gambar 41

' Next > I

Cancel I
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Web Access Policy Wizard B3

Blocked Web Destinations
A rule “"Blocked Web Destinations™ will be created. You can define exceptions to the rule on the
next page of this wizard.

Block access to these Web destinations:

€ Anonymizers - Add...
€ Botnet

€ Criminal Activities
€ Gambling

€ HatejDiscrimination
& Illegal Drugs

€ Malicious

\.[" Obscene/Tasteless

<7| A

To apply URL Filtering to rules using URL categories or category sets,
\ ! Forefront TMG queries the remotely hosted Microsoft Reputation Service.
The Full URL string is sent to the service, using a secure connection.
r Priv.
< Back I Next > I Cancel l
wWeb Access Policy Wizard [ ><]
Mal 2 s

With malware inspection enabled. HT TP content requested from the Internet is scanned for
malware. such as viluses and spyware.

Do you want to apply malware inspection to the rules created by the Web Access Policy Wizard?

€~ No, do not inspect Web content requested from the Internet
(+ Yes, inspect Web content requested from the Internet

I~ Block encrypted archives (for example, .zip files). Such files may contain encrypted viruses
capable of bypassing antivirus signatures.

" o To apply malware inspection to other rules, you must enable this Feature in the rule properties.

Help about il < ir 1

< Back l Next > I

Gambar 43
37. Pilih allow users to establish HTTP dan inspect HTTPS

Cancel |

Web Access Policy Wizard

HTTPS Inspection Settings
Forefront TMG can scan HTTPS traffic and block content that is not in compliance with policies
and filters.

€= allow users to establish HTTPS connections to Web sites

(% Inspect HTTPS traffic and validate HTTPS site certificates
¢ Do not inspect HTTPS traffic, but validate the HTTPS site certificate. Block HTTPS traffic if the
certificate is not valid.

¢ Do not inspect HTTPS traffic and do not validate HTTPS site certificates. allow all HTTPS traffic.
" Do not allow users to establish HTTPS connections

Enabling HTTPS inspection may have legal implications. You should verify if using this protection
! is in compliance with your corporate policy.

Help about HTTPS inspection

< Back

l Next > I

Cancel I

Gambar 44
38. Memilih cara manual dengan mengisikan TMGCert
web AccessPolicywizard K|

Certificate D Pref ces
Select how the HT TPS inspection trusted root certification authority (C4) certificate will be
deployed on client computers.

€ Automatically der the cert ate using Active Directory. (recommended)

Forefront TMG has detected that it is not a member of a Windows Active Directory Domain. This
option is only available for Forefront TMGs that are domain joined.

& I will manually export and deploy the certificate

Export the certificate to: | TMGCert|

Clients that do not have the trusted root certificate properly deployed will receive a warning
! when accessing HTTPS sites.

Help about certificate deplovment

< Back

Gambar 45
39. Status space yang ada di web acces policy

Web Access Policy Wizard <]

Web Cache Configuration
With caching configured. frequently accessed Web content is stored in the cache.

I Next > I

Cancel I

IV Enable the default Web caching rule

Configure cache drives used for Web caching:

Cache Drives... I

Server
TMG1 o MB

116326 MB

The First time you select this option, the wizard creates a Web caching rule enabling the caching of
content requested from the Internet.

Help about Web caching

< Back

I Next > I

Cancel I

Gambar 46
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1. Selesai penginstalan web acces policy, lalu lunch TMG dan
menampilkan dashboard TMG.
2. Create TMG EMS didalam server lain

" Microsofts
- Forefront

Threat Management Gateway 2010
Enterprise

Welcome to Microsoft Forefront TMG

Before You Start
Read Deployment Guide
Read Release Notes

| 7 Prepare and Install
| S = Run Windows Update
Run Preparation Tool

Run Installation Wizard
Launch the Forefront TMG Preparation
R i o acid Ik all reqrked Additional Options

Visit Forefront TMG Web Site
Ingtall Mi Forefront

Exit
0 crosoft Corporation. All rights reserved.

Gambar 47
42. Halaman awal persiapan penginstalan

Forefront TMG Preparation Tool [><]

2010 for Server

wWelcome to the Preparation Tool for Microsoft
Forefront Threat Management Gateway (TMG)

This tool verifies that all features required by Forefront TMG are installed and configured on
the t P on your . some or all of these features will be
installed. Intermnet connectivity may be required:

=Windows Roles and Features

When . s ter restart may be required.

[ rnes |
Gambar 48

Cancel | Help |

43. Membuat EMS

Forefront TMG Preparation Tool [><]

Installation Type
Select the Forefront TMG installation type for the computer

¢ Forefront TMG services and Management
Forefront TMG services and features will be installed
The management console will also be installed to manage Forefront TMG computers.

¢ Forefront TMG Management only
The management console will be installed to remotely manage Forefront TMG computers

<~ Enterprise Management Server (EMS) for centralized array management
The computer will be used for centralized management of Forefront TMG arrays.

Click Nextto begin preparing the computer.

[ Next > ]

< Back Cancel | ; |

Gambar 49
44. Progres penginstalan

45. Tahap persiapan selesai
R T L —>< 1

Preparation Complete

All prerequisite features are installed and configured

- Windows Roles and Features (installed successfully)

P Launch Forefront TMG Installation Wizard

| o | | |

Gambar 50

1. Lisensi
2. User name dan organization serta product key

Customer Information
Please enter your customer details.

User Name:
Jwindows User

Organization:
fmsa]

Product Serial Number:

IYTD‘I'9 8 IWR9Y6 I_ [WFZWS I_ IJE-V4G |_ IDzFF?' I
< Back I MNext > I Cancel I
Gambar 51

Installation Path

You can change the installation path, or click Next to accept the default path.

<hange... |

= Back

Gambar 52

1 et > 1

<ancel 1
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49. Membuat enterprise didalam EMS

prise M. Server C ation

Select if you are creating a new Forefront TMG enterprise configuration or if you are
replicating an existing configuration on this Enterprise Management Server (EMS).

(= Create a new enterprise configuration on this EMS

¢ Copy an existing enterprise configuration to this EMS

l Next > l

< Back Cancel I

Gambar 53
50. Peringatan enterprise baru

i Forefront TMG Enterprise Installation Wizard

New Enterprise Warning

This computer will be configured as a new Configuration Storage Server.

For the most effective depl nt, we r wd that you create a single
enterprise in your organization. Arrays are only managed through the
enterprise to which they belong. Creating multiple enterprises makes it difficult
to centrally manage all the array computers in your organization.

If an enterprise is already defined on a different Configuration Storage Server,
click '‘Back’ and select the "Create a replica of the enterprise configuration’
option.

IF this is the first Configuration Storage Server in your organization, click ‘Next*
to continue.

l Next > I

< Back Cancel |

Gambar 54

Create New Enterprise

This computer will be configured as a Configuration Storage Server For the new
enterprise.

Enterprise name: [Enterprise

Description: JTmG Ems|

I Next > I

< Back Cancel I

Gambar 55

52. Pilih apakah akan single atau workgroup

& Forefront THMG Enterprise Installation Wizard

Enterprise Deployment Environment

Are your Forefront Threat Management Gateway enterprize computars deployed in & single
domain or across trusted domains?

O single domain deployment

Select this option IF all your Forefront Threat Management Gateway computers and
Configuration Storage Servers are in the same domain or in domains with trust
relationships.

~ wWorkgroup deployment

Select this option If your Forefront Threat Management Gateway computers and
Configuration Storage Servers reside in a workgroup or across domains that do not have
trust relationships. IF you select this option, a server certificate must be installed on this
computer,

Server certificate: ]

Browse...

Certificate password: I

\ir) This satting may be modified sfter Setup. For details, ses the Installation Guids.

= Back Cancel I

Gambar 56

MNiext >

53. Progres instalasi
54. Selesai instalasi

ft Forefront TMG Installation Wizard

Installation Wizard Completed

The Installation Wizard completed successFfully .

Click Finish to exit the wizard.

Gambar 57

Gambar 58

KESIMPULAN

Suatu keamanan merupakan suatu hal
yang penting dalam system networking.
Pembuatan konfigurasi keamanan yang
baik pada firewall dalam suatu jaringan
menunjang tingkat proteksi yang tinggi
terhadap suatu server dan database di
dalamnya dari user yang tidak memiliki
hak akses.

Penerapan Thread Management
Gateway pada Microsoft Forefront
memberikan beberapa fitur yang

memberikan beberapa fungsi,
diantaranya melakukan filterisasi
terhadap IP address dari suatu web
ataupun IP Server, serta melakukan
setting server untuk membuat konfigurasi
server networking yang diinginkan.

DAFTAR PUSTAKA

http://www.klik-kanan.com/fokus/
firewall.shtml

http://krisgeto.blogspot.com/
2008/05/penjelasan-tentang-
firewall.html

http://id.wikipedia.org/wiki/ Firewall

(http://www.microsoft.com/
forefront/threat-management-
gateway/en/us/product-
documentation.aspx)
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